Using Digital Signatures in Adobe
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Background

In accordance with Policy F-9 Digital Signatures NTPC has adopted the use of digital signatures in order
to streamline our business processes and cut down on wastage. A digital signature is an acceptable
replacement for ink on any document with the following exceptions

e Land Titles must be signed in ink;
e The final signatory on contracts and agreements greater than $250,000 must be in ink ; and
e Agreements that require notarization must be signed in ink.

A digital signature is unique to the individual and is verified using the windows logon account and a
certificate server which sits on NTPCs network as part of the PKI infrastructure. When you log into an
NTPC computer the authentication process will deliver a PKI certificate to your computer automatically —
this is what verifies your identity. This certificate is then used to sign documents in Adobe Acrobat. Once
signed the document will be stamped with a verified imprint of the user’s name along with a date & time
stamp, validated against our certificate server.

In the past Self-Signed signatures have been used. These signatures are issued by a user to themselves
and as such contain no central validation and will not be accepted going forward. Please see the Verifying
Digital Signatures section of this document for details on how to differentiate the type of signature used.

Please familiarise yourself with the following policies before signing any documents digitally:

e F-9 Digital Signatures
e F-1Signing Authorities
e f-1a Multi-company signature matrix



e F-1b Delegation of Signing Authority

Setting up your digital signature

The method for setting up and using your digital signature varies depending on the version of Adobe
Acrobat you’re using. Please use these links to skip to the instructions for your version:

e Adobe DC
e Adobe Acrobat Pro 11
e Adobe Acrobat 9 Pro

If you’re not sure which version you’re using, open Adobe Acrobat and click the help menu, then about,
to display version information.

Verifying Digital Signatures
As the recipient of a digitally signed document, it is important to be able to verify that the signature
provide is genuine and verified by NTPCs servers.

Open your signed document and scroll down to where the signatures have been placed. Click on the
signature. Click on the signature properties button

Lb Signature is VALID, signed by Adam Montague <amontague@ntpc.com.
- The document has not been modified since this signature was applied.
- The document is signed by the current user.

Signature Properties... Close



Then click, Show Signer’s Certificate:

Signature Properties x

Signature is VALID, signed by Adam Montague <amontague@ntpc.com=,
&& Signing Tirme: 2018/01/08 18:41:21 -07'00°
Validity Surmmary
The document has not been medified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. Mo other changes are permitted.

The document is signed by the current user,
Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time:
2018/01,/08 18:41:21 -07'00"

Signer Info
Path validation checks were successful.

Revocation checking is not performed for Certificates that you have directly
trusted.

Show Signer's Certificate...

Advanced Properties... Validate Signature Close

The resulting window will display the certificate details, look for the “issued by field” and make sure it
says NTPCRootCA and shown here:

Certificate Viewer >

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

Show all certification paths found

Adam Montague <amontagy|  Summary  Details Revocation Trust  Policies  Legal Motice

LL Adam Montague <amontague@ntpc.com>
Yellowknife

Issued by:  MNTPCRootCA




An invalid certificate will show the user’s email address as the issuing authority:

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

Show all certification paths found

Adam Montague <amontagy  Summary Details Revocation Trust  Policies Legal Notice

L_l Adam Montague <ameontague@ntpc.com:

Issued byt Adam Montague <amontague@ntpc.com>

In this case | have issued the certificate to myself, there has been no validation that | am who | am
claiming to be, and therefore this signature cannot be trusted.



Adobe DC (Latest Version)

1. Launch Adobe Reader
2. Onthe edit menu, click preferences

File View Window Help

Hc Undo

Redo

o ce

Paste Ctrl+V

Select All Ctri+A

Deselect All ift+Ctrl+A
Copy File to Clipboard

Take a Snapshot

Check Spelling 4

Look Up Selected Word...

Find Ctrl+F
Advanced Searc Shift+Ctrl+F
Protection »
Accessibility 4
Manage Topls

Preference®... Ctrl+K




3. Navigate to the Signatures section and click More under Identities & Trusted Certificates

Preferences

Categories:
Digital Signatures

Commenting
Creation 8 Appearance

Docurments
Full Screen i i .
» Control options for signature creation
General . L
) » Set the appearance of signatures within a decument
Page Display
3D & Multimedia Verification
Accessibility
Adobe Online Services » Control how and when signatures are verified

Email Accounts

Farms
Identity Identities & Trusted Certificates
Internet
JavaScript » Create and manage identities for signing
» Manage credentials used to trust documents
Language
Measuring (2D)
Measuring (30 Document Timestamping
Measuring (Geo)
Multimedia (legacy) » Configure timestamp server settings

Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling

Tracker

Trust Manager

Units

[ ok || cancel

4. Under digital IDs you will see your unique PKI certificate delivered from our certificate server.
You will recognise it by the issuer NTPCRootCA

{4 Digital ID and Trusted Certificate Settings
~ Digital IDs E Add ID } Usage Options + lﬁ Certificate Details ﬁ Export e Refresh & RemovelD

Roaming ID Accour  Mame Issuer Storage Mechanism Expires

Digital ID Files test <test@test.tex test <test@test.tes Windows Certificate Store 202211.21 20:23:36 Z

Adam Montague <amontague.. NTPCRootCA Windows Certificate Store 201811.2203:47:45 2

5. Highlight this certificate and select Use for Signing under Usage Options

/

{2y Digital ID and Trusted Certificate Settings
w Digital IDs ?ﬁ AddID } Usage Optlons v{ ﬁﬁ Certificate Details ﬁ Export e Refresh () RemovelD
Roaming ID Accour  Name f U '1_ Siani Storage Mechanism Expires
se for Signin
o ) test <test@tes e Windows Certificate Store 2022.11.21 20:23:36 Z
Digital ID Files Manage Attribute Certificates Windows Certificate Store 2018.11.22 03:47:45 Z
Windows Digital IDs [ﬁ Personalize




6. Your certificate will now show a pen icon next to it, this means it’s been configured for
document signing.

icate Settings
Eﬂddﬂj / Jsage Options .&,‘ZETTI&TE:E- g
r | MName Issuer
test <test@test.te> test <test@test.te>

ﬂéﬂu:lam Maontague <amontague... NTPCRootCA

7. Close the Digital ID and Trusted Certificate Settings dialog and press OK to exit the preferences
menu.

Using your digital Signature
Once your digital signature is configured by following the steps in the previous section, you can now use
it to start signing documents.

1. Open a PDF for signing
2. Click on the Moore Tools option in the right hand pane

[% Export PDF v
ﬁ Create PDF N
Edit PDF
Comment

f-'iﬂ Combine Files v

Organize Pages v

. Fill & Sign

<k Send for Signatyfre

@ More Tools

3. Select the certificates module by clicking on this icon:

&%

Certificates

Open | =



4. This will return you to your PDF form with some additional options at the top. Click on Digitally

Sign:
" MS Patch Matrix.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools MS Patch Matrix.pdf x

® B =2 Q © [1]s

2,8 Certificates - & Digitally Sign Time Stamp

5. Using your mouse, click and drag to draw the area where you would like to place the signature.

6. You will be prompted to select a digital ID to use for the signature. If there are multiple IDs to

choose from, be sure to choose the one issued by NTPCRootCA and click Continue:

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing:

Adam Mantagua (\Windows Digital ID) View Details
0 g
@[]SJ Issues: 201811.22

l @ test (Windows Digital ID) View Details
B  Issued by: test, Expires: 2022.11.21

@ ( Configure New Digital ID ) ( Cancel )

You will be presented with a preview of how your signature will appear, click Create.

Sign as "Adam Montague" X

Appearance  Standard Text v

Ad Digitally signed by
am Adam Montague

Date: 2017.11.22
Montague 11:30:00 -07'00"

Lock document after signing View Certificate Details
Review doecument content that may affect signing




8. On the resulting screen, click draw

Customize the Signature Appearanc;/ .
=

Text Draw Image None

Digitally signed by
<

yOU r <your common
common name here>

Date: 2018.02.08
name here> ;y.29:27 0700

9. Using your mouse, draw your signature in the box provided and click Apply
x

10. Click save, to save the design
11. You will return to the summary window, click sign to place your signature into the document

Sign as "Adam Montague" X

Appearance = Created 2018.02.08 10:31:59 -07"... v

Digitally signed by
Adam Montague
Date: 2018.02.08
10:31:59 -07'00

Lock document after signing View Certificate Details
Review document content that may affect signing

= &




12. You will be prompted to save your newly signed document, we suggest giving this version a
different name to distinguish it from the original, unsigned, version:
"\ Save As

==

Search AMONTAGUE el I

Vi 2
(L[} « NRPortbl » idocs » AMONTAGUE + 4]

Organize v MNew folder

4= - [7]
& Downloads T Mame Date modified Type
£l Recent Places R
7L MS Patch Matrix 07/03/2017 833 AM  Adobe Ac
4 Libraries
3 Documents
rJ;‘ Music =
| Pictures
H videos

1% Computer
£, Local Disk (C:)

% Hydro Shared (H _ al

1 »

File name:  MS Patch Matrix_Signed|
Save as type: | Adobe PDF Files (*.pdf)

7]

) Hide Folders [ sae ][ cCance |

13. Once save your signature will be visible in the document :

File Edit View Window Help iManage
Home Tools Passport Scanned b.. X

&8 = Q AN RN CECE IR~ =] PO 2
Certificates ~

% Digitally Sign [ Time Stamp g, Validate Al Signatures
L, Signed and ol signatures are valid.

Digitally signed
by Adam
M Montague
Date: 2018.02.08
10:33:12 -07'00'



Adobe 11 Professional
e Launch Adobe Pro
e On the edit menu, click preferences

3 application_for_leave_signed.pdf - Adobe Acroba
PP gned.p

! File View Window Help

1 E‘i Undo Ctrl+Z
Redo Shift+Ctrl+Z
1
1 Cut Ctrl+X
=
] @ &) Copy Ctrl+C
:

¢ 2 [ paste Ctil+V
i n;l Delete
] Select All Cirl+A
[:P Deselect All Shift+ Ctrl+A
i
' Copy File to Clipboard /
|

Vo
& Edit Text & Images /
|
| @ Take a Snapshot /
Check Spelling >
i Look Up Selected Word...
4 (4, Eind Ctrl+F
E Advanced Search ift+ Ctrl+F
i
' v
|

e Navigate to the Signatures section and cli

Preferences

Categories:
Digital Signatures

Commenting
Creation & Appearance

Documents
Full Screen : : .
General » Control options for signature creation

» Sct the appearance of signatures within a decument
Page Display
30 & Muktimedia Verification
Accessibility

Adobe Online Services - Control how and when signatures are verified

Email Accounts
Forms

Identity Identities & Trusted Certificates
Internet
JavaScript
Language
Messuring (2D)
Messuring (30) Dtene i mesiani
Messuring (Geo)
Multimedia (legacy) + Configure timestamp server settings

- Create and manage identities for signing
- Manage credentials used to trust decuments

Muttimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

k More under Identities & Trusted Certificates




e Under digital IDs you will see your unique PKI certificate delivered from our certificate
server. You will recognise it by the issuer NTPCRootCA

[% Digital ID and Trusted Certificate Settings [E
v Digital IDs 3‘ Add ID j Usage Options ~ ly Certificate Details ﬁ Export e Refresh @ Remave ID

Roaming ID Accour = Name Issuer Storage Mechanism Expires

Digital ID Files . test <test@test.tex test <test@test.te> Windows Certificate Store 2022.11.21 20:23:36 7

dam Montague <amontague.. NTPCRootCA Windows Certificate Store 201811.2203:47:45 Z

e Highlight this certificate and select Use for Signing under Usage Options

/

{2y Digital ID and Trusted Certificate Settings
~ Digital IDs ?ﬁ AddID } Usage Opthons v{ ﬁﬁ Certificate Details ﬁ Export e Refresh @ Remove ID
Roaming ID Accour  Mame f U '1_ Siani Storage Mechanism Expires
se for Signin
o ) test <test@tes e Windows Certificate Store 2022.11.21 20:23:36 Z
Digital ID Files Manage Attribute Certificates Windows Certificate Store 2018.11.22 03:47:45 7
Windows Digital IDs | ili Personalize

e Your certificate will now show a pen icon next to it, this means it’s been configured for
document signing.

icate Settings
f&| Add ID / Usage Options = |___§ Certificate Details
r Mame Issuer
test <test@test.te> test <test@test.te>

ﬁﬁéﬁkdam Montague <amontague... NTPCRootCA

e Close the Digital ID and Trusted Certificate Settings dialog and press OK to exit the
preferences menu.

Using your Digital Signature
e QOpen a PDF that you would like to sign
e Click on the Sign option on the right hand side and choose place signature:

Tools : Sign Comment

¥ | Need to Sign

T Add Text
+ | Add Checkmark

Place Signature -

Send Signed Docurment

Powered by Adobe EchoSign




e Click draw signature rectangle:

Adobe Acrobat

I.-"_"‘-.I To begin signing, choose the 'Drag New Signature Res gle' button, and then drag out the area
W where you would like your signature to appear. Once youXinish dragging out the desired area, you

~ will be taken to the next step of the signing process.

| Drag Mew Signature Rectangle ... 4 | Cancel

e C(Click and hold the left mouse button and draw out a rectangle in the position you would like to
sign.

e  You will be asked to choose a certificate to use for signing. From the Sign as drop down list,
choose certificate bearing your name followed by NTPCRootCA:

Sign Decument @

Sign As: IhdamMontague(NTPCRDDtCA]EUlS.ll.ZZ vl @

Certificate Issuer: NTPCRootCA
Appearance: [Standard Text v]

Standard Text
Digitally signs a3 Montague

Ad Montague
a l I I (DA e Create Mew Appearance ..

eVl denifn mr A

e Inthe Appearance drop down, choose Create a new appéarance




e Give your signature’s appearance a meaningful name and check the show: Imported Graphic
option:

Configure Signature Appearance @

Title: |Adam Montague
Preview

Digitally signed by your common
name here

DN: your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2018.02.08 11:35:32 -07'00"

Configure Graphic

Show: () No graphic Import Graphic from:
@1 rted hi
C e
() Name

o Click File then Browse. Locate the file containing a photograph of your signature and click open:

Caonfigure Signature Appearance @
*IN
Title: IAdam Montague T
Previd Select Picture @
v
File: I [ Browse... ]
T open =
"
[ U |- Desktop » - |‘,| | Search Desktop P |
Organize + Mew folder = O @
N i SYSTErT Foraer n
“r Favorites F &
Bl Desktop ¥ | Computer
'8 Downloads =3 ;. System Folder
] Recent Places [
Network
o = L System Folder
#a Libraries T
@ Decuments Citrix
& Music 4 File folder |
[&5] Pictures 3
B Videos i Dynamics
File folder
L
1&! Computer r Signature
&, Local Disk (C) | JPEGimage A
@ Hydre Shared (H = 301 KB -
File name: Signature ~ [IPEG Cjpo.jped ipe JPEG) =]
Open from Online Account [ Open I Cancel ]

e Press OK to accept the image.



e Press OK again on the Configure Signature Appearance window

C A (-] @

Title: |Adam Montague
Preview

Digitally signed by your common
name here

DN: your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2018.02.08 11:35:32 -07'00°

Configure Graphic

Show: (7) No graphic Impeort Graphic from:
I rted hi
st
) Name
Configure Text

Show: [J]Name  [¥]Location [¥] Distinguished name ~ [¥] Logo
Date Reason || Adobe Version bels

Text Properties

Text Direction:

Digits: 0123456783  «

) Auto () Left to right ) Rightta |

ok ¥ | [ cancel |

e  Click Sign and you will be asked to save the document with your signature embedded.

Sign Document @

Sign As: | Adam Montague (NTPCRootCA) 20181122 ~| @

Certificate Issuer: NTACRootCA

Appearance;  (GREIMINLTIEETEY ~

Digitally signed by Adam
Montague
DN: dc=com, dc=ntpc,

ou=Yellowknife, cn=Adam @
Montague,
7 email=amontagueg@ntpc.com
Date: 2018.02.08 11:42:25 -07'00"
[] Lock Document After Signing @

[Ysign || conce




e Choose an appropriate file name and click save:
T save As x
1 @ s ThisPC » Documents v D Search Documents el
Organize + Mew folder S 0
~
o) Name Date medified Type
3 Quick access
'@ application_for_leave 2018-01-08 715 PM - Adobe Ac
[ Desktop -
‘Downloads b
@ Documents o
=/ Pictures b
J‘! Music
B videos
& Onelrive
3 This PC
LU 4 >
(AL CRapplication_for_leave_signed ~
Save as type: | Adobe POF Files (*.pdf) ~
~ Hide Folders Saveto Online Account = Cancel

Adobe 9 Professional

e QOpen a PDF that you would like to sign

e Click on the Sign option on the toolbar and select Place Signature:
f - Adobe Acrobat Pro

nments Forms Toeols Advanced Window Help

@ Collaborate - ﬁ Secure = ﬁ Sign *J Forms E Multimedia -
% 1o/ '

valid.

Tk qﬁilj Sign Document
ﬁ Place Signature

Certify with Visible Signature
Certify without Visible Signature

Validate All Signatures

e C(Click and hold the left mouse button and draw out a rectangle in the position you would like to
sign.



e You will be asked to choose a certificate to use for signing. From the Sign as drop down list,

choose certificate bearing your name followed by NTPCRootCA:
Sign Decument @ :

Sign As: ’AdamMontague(NTPCRDDtCA]EUlS.ll.ZZ v] @

Certificate Issuer: NTPCRootCA
Appearance: [Starldard Text v]

Standard Text
Digitally signt sy Montague

A d Montague
a I I I I AT Create Mew Appearance ..

Wl e ifn e A e

e |nthe Appearance drop down, choose Create a new appéarance
e Give your signature’s appearance a meaningful name and check the show: Imported Graphic
option:

Configure Signature Appearance @

Title: |Adam Montague
Preview

Digitally signed by your common
name here

DN: your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2018.02.08 11:35:32 -07°00"

Configure Graphic

Show: () No graphic Import Graphic from:
@1 rted hi
B
) Mame

e Click File then Browse. Locate the file containing a photograph of your signature and click open:

Caonfigure Signature Appearance @i v IN
T

Title: |Adam Montague
Previd Select Picture @
File: | [ Browse... ]
@ Open @
e
Ou |- Desktop + - |‘f| Search Desktop o]
Organize New folder -~ [ '@
o i SYSTErT FOlaeEr N
w0 Favorites F Q
B Decktop ¥ | Computer
& Downloads | ;. System Folder
| Recent Places i
Network
o = L System Folder
. Libraries T
j Documents Citrix
J’ Music [ File folder =
= Pictures i
B Videos i Dynamics
File folder
L
1% Computer - Signature
‘3_-’, Local Disk (C:) »+ | JPEG image |
8 Hydro Shared (H = 301 KB -
File name: Signature ~ [IPEG ('jpa.jped ipe JPEG) =]

Open from Online Account [ Open l Cancel ]




e Press OK to accept the image.
e Press OK again on the Configure Signature Appearance window

Title: |Adam Montague
Preview

Digitally signed by your common
name here

DN: your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2018.02.08 11:35:32 -0700

Configure Graphic

Show: (7) No graphic Import Graphic from:
@ Imported h
o eenedrne
() Name
Configure Text

Show: [¥] Name |¥] Location [¥] Distinguished name V] Logo
Date Reason [7] Adobe Version bels

Text Properties

Text Direction:

Digits: |0123456783  »

() Left to right ) Rightte |

ok ¥ | [ cancel |

e C(Click Sign and you will be asked to save the document with your signature embedded.

Sign Document I

Sign As: | Adam Montague (NTPCRootCA) 0181122 ~| @

Certificate Issuer NTACRootCA

Appearance:  |GGEIMENETIERTEY ~

Digitally signed by Adam
Montague

DN: dc=com, dc=ntpc,
/]/ ou=Yellowknife, cn=Adam
i/

Montague,
email=amontaguedntpc.com
Date: 2018.02.08 11:42:25 -07'00°

[[] Lock Decument After Signing

[Ysign || conce




Choose an appropriate file name and click save:

@ Save As

~ Hide Folders

X
1 5 ThisPC s Documents A Search Documents y=l
Organize + Mew folder EEER S 0
~
o) Name Date medified Type
3 Quick access
application_for_leave 2018-01-08 Adobe At
[ Desktop - Bapp -
& Downloads
Documents
[&] Pictures -
J’! Music
B videos
& Onelrive
3 This PC
LU 4 >
File name: lication_for_leave_signed ~
Save as type: | Adobe POF Files (*.pdf) ~

Save to Online Account Cancel




