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Overview

NTPC enforces a bring your own device (BYOD) data model and grants all employees
and contractors that have access to its systems to connect a smartphone or tablet
(regardless of device ownership) to its systems and services. This model exposes
significant risk to NTPC’s systems and services and controls must be put in place to
eliminate or minimize that risk.

Procedure

NTPC will require a mobile device management system that is able to separate
personal and NTPC data on the same physical mobile device. Requirements of the
system include:

e The ability to separate and control the chain of custody of NTPC data and
applications

e The ability to encrypt NTPC data

e The ability to require the use of trusted applications that have access to NTPC
data

e The ability to remotely wipe NTPC data and applications from the device without
affecting personal data

e The ability to manage the security of the device (PIN code requirements,
biometric unlocking, etc)

At the version 1.0 of this BC8.5 Mobile Device Management, NTPC has standardized
on the Microsoft Intune Mobile Device Management platform and has licensed
appropriately for all employee and contractors that would require access to NTPC’s
systems and services.
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Review
This document and associated audit record is reviewed once every 12 months.

Version History

Version Date Description Approved By

1.0 March 2, 2023 Initial version.




